CREATING
WEB CONNECTIONS

USING OAUTH 2.0 AUTHENTICATION

This step-by-step guide outlines how to create a web
service connection in FME, then upload it to FME Hub
using Google+ as an example.

By: Rosie Rutherford-Stone \./
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STEP 1

REGISTER FOR AN
ACCOUNT

If you haven't done so already,
create an account for the web
service you want to create a
connection for. In many cases
like Google+, a basic account
provides sufficient access to
developer options to create a
connection. However, in some
iInstances, a developer account is
required. Check the web service's
documentation to determine what
Is required.



https://accounts.google.com/SignUp

STEP 2

REGISTER YOUR APP

Before using OAuth with FME, you must register your
application with the service.

The developer or API section of the service's website
will likely have a place for you to create a new app.
Here, you usually enter the following information about

your app:

Application Name: Usually in the format of <Company
Name> <Service Name>

Application Description: A brief overview of the
service you are providing.

Application Website

Redirect URI or Callback URI: Where the service

will redirect the user after they authorize (or deny)
your application. Set it to https://localhost for FME
Workbench.



https://localhost/

GOOGLE+ CONFIGURATION

To do this for
Google+, go to the
Developers Console New Project
Library and select
“Create a project”.
\)(/hen the d|a|_og - You have 10 projects remaining in your guota. Learn mare.

POps up. enter
" S afe S Oftwa re Your project ID will be safe-software-fme-173015 © Edit

FME" as the project, organization

and leave the safe.com

organization as the You have logged in under a managed account. Your domair,
default “safe.com". administrator may be able to access, change or suspend any projects

created using this account. If you do not want your domain administrator

Cl'Ck the “Create“ to access your projects, please log out and create a project under an

unmanaged Google Account. For more information, please review

button and you‘ve Google's Privacy Policy.

made your = o
new app.

= (Google



https://localhost/
https://console.developers.google.com/projectselector/apis/library?pli=1
https://console.developers.google.com/projectselector/apis/library?pli=1

STEP 3:OBTAIN CLIENT ID AND SECRET

Once the app has been registered, a client
ID and secret need to be generated. These
are used to authenticate the identity of FME
to the service APl where FME requests to
access a user's account. These are usually
created automatically when the app is made,
but sometimes need to be generated at the
user's request. In most cases, there will be a
link on your app’'s page to create this. Some
web services also need you to specify the
scope you are going to be using here. For the
specifics of the web service you are trying to
Implement, check its documentation. Keep
the client ID and secret on hand, as they will
be needed for the next step.



GOOGLE+ CONFIGURATION

Before doing this step for your Google+
web connection, you need to enable the
Google+ APl within the Developers Console.
In the Library Section, click the "Google+
API" link under the Social APIs category.
Next to the title "Google+ API" there is a
blue arrow pointing to the "Enable” button.
Clicking this allows Google+ to be accessed
using your credentials, which you'll create in

an upcoming step.

& Google+ API P ENABLE

Next, go to the Credentials section of the AP
manager to configure the consent screen.
This is the screen that users will see when
they log into Google+ through your application.
To configure this, go to the OAuth consent
screen tab, specify the product name you
want users to see, and privacy policy URL
for your application. You can also add the
optional fields of

homepage URL. API APIManager

product  l0go . L.iboard
URL and terms )

of service URL.

W Library

Or Credentials

After enabling and configuring the consent
screen for the APl you can create the
credentials for the web connection. Since
you're working with OAuth 2.0, select "OAuth

client ID" from the drop-down list.

API APl Manager Credentials
&+  Dashboard Crecantials Outh consant scraen
[ Library
Email address
gr  Credentials rogie Slone@sale com

Progduct nams shafin 1o useds

FME

Homepage URL

Pitpa: ftwsani safe com,

Product g URL

FLE e Sale Comuine images/loges Tme- 100059 phg

Privacy policy URL
Opricnal wal yoiu dephy your app

Fttpoieean cata comiprivacyy’

Terma of sendice AL

FiEpieean sale comilegall

ASK QUESTIONS AND GET

ANSWERS FROM OUR BRILLIANT

COMMUNITY OF GUSTOMERS
& PARTNERS IN THE
FME KNOWLEDGE CENTER

arification

The cangent sorésn will be Shivam 1
= 'g':'_:' l'-\. ':.'!__:'.l B ﬁ-’-’

to thedir private @ata using your client
™, o T .

applications registered in this


https://console.developers.google.com/apis/api/plus.googleapis.com/overview?
https://console.developers.google.com/apis/api/plus.googleapis.com/overview?
https://knowledge.safe.com/index.html

Since you'll be using this to connect to FME, You now have your client id and secret, so «*°%°e

you need a client ID for the application type you can start working with Google+ in FME, e'.AvAaee
‘Web Application”. Here, specify the name F E
of the web application and the redirect URIs V~AV
(https:.//localhost). Ce, .o

API

EE

?

APl Manager

Dashboard
Library

Credentials

&  Create client ID

Application type

® Web application
Android Learn more
Chrome App Learn more
i08 Learn more
PlayStation 4
Other

Mame

Safe Software FME

Restrictions
Enter JavaScript origing, redirect URIs, or both

Authorized JavaScript origins

For use with requests from a browser. This is the origin URI of the client application. It can't contain a wildcard

(http:/* example.com) or a path (http/example.comy/subdir). If you're uging a nonstandard port, you must include it in
the origin LRI

http:/fwww.example.com
Authorized redirect URIs
For use with requests from a web server. This is the path in your application that users are redirected to after they have

authenticated with Google. The path will be appended with the authorization code for access. Must have a protocol.
Cannot contain URL fragments or relative paths. Cannot be a public IP address.

http:/fwww.example.com/oauth2callback


https://localhost/

STEP 4 This will bring up a window with a list of options on the left side. Click
: "Web Connections”. At the bottom right, click "Manage Services.."

CREATEANEW WEB T x
CONNECTION IN FME - iy

& Bitly Overview

@ bitly 2 Web Service Name: |Goog|e Plus

@ Box o

@ Dropbox HE

@ Esri ArcGIS Online Web connection providing access to the Google+ APL  ~
&) Esri ArcGIS Portal Generate Token f Google+ is a social network for users with Google

@ Esri ArcGIS Portal to AGOL accounts.

@ FME Server

@ Foursgaure To use the Google+ web connection follow these

steps:
@ Foursquare 1. Create an app
To create a web connection, open FME Workbench and navigate S B
@ FromFMEServer information abtained from the app
. u itHu 3. Fill in the authorization URL (https:
to the Tools menu. From the drop-down menu, click "FME g = Al e o o R
. n Gmail limited scope response_type=code&scope=https://
Options..". (Mac: FME Workbench > Preferences) gﬁmgle . E,{C,,anpge vaww.googleapis.com/auth/plus.login)

4. Fill in the Token Retrieval URL (https:/f

@ Google Adsense www.googleapis.com/oauth2/v4/token)

@ Google BigQuery 5. Test the connection 9
o @l Google Calendar = oo o ) AR e e o
Google Drive Edit...
Run  Tools Help @ Goog | et
 —— @l Google Fusion Tables
[~ ] | Remmre h‘ @ Goog|e Grmail » External HelpLinks
U . ekl Client Information
L @ Google Sheets
¥ Edit Parameters... @ HTTP Authentication Client 1d: | |
0 @ Irl1stagr.am Client Secret: |oooooo---ooooooooo----oo |
Edit Header... @ Linkedin
@ MailChimp Redirect Uriz |https:,|f,|"|omlhcst |
& MailChimp o
H APPI}’ ﬂ.utu-l.a:.ruut @ Microsoft OneDrive Authorization Parameters
@ OneDrive for Business Test URL: |https:ﬂaccounts.google.mmfofnaumzfvﬂaum?response_ﬂ |Z|
@ Pinterest 5 Example
Purge Temporary Files @ =2
@ Salesforce Retrieve Token Parameters
I Salesf Chatt
Browse Coordinate Systems... g s orce Chatter e I=
Browse Geographic Transformations... ? Trimble Connect el
oy Asana
3 . Refresh Token Parameters
Browse Readers and Writers... & Bitly
& Digital Ocean URL: |hth:s:Haccounts.google.mmfofoauﬂ"lzftoken | |Z|
i1
License Borrowing g E‘:tLrsl“a'e Request Format: |dient_id=[CLIENT _ID]adlient_secret=[CLIENT_SECRE
e [ 1]
L3 Google Plus ? Example
=
'i‘ Instagram » API Call Parameters
A inkedin "
< > | Test.. || Bwort.. |

EE
0

Ay [ Close |




The Manage Web Services i.l osizoas } AUTHORIZATION PARAMETERS

window will pop up with a list

, + | = The first step in obtaining access to a web service via OAuth 2.0 is to get
of the current web services. o o _ _ ,
o o , OAuth 2.0 Service authorization from the user. In FME this is accomplished by displaying
Clicking one will bring up its . . , .
N Token Service an interface provided by the service to the user.
definition. On the bottom left, - 1

HTTP Authentication Service

won

click the "+" symbol. Click
"OAuth 2.0 Service”. This CoEsE o

creates a new template for — Import From File... ﬁ

» The "Authorization Parameters” section consists of the URL needed to

authenticate the user. To find this, look in the developer documentation

for the web service. It will likely be in a section titled "Authentication’

an OAuth 2.0 web

) & Manage Web Services X OI’ "OAUth 20" |f |t ISﬂ't ObVlOUS, CheCk the “Gettlng Started“ S@Ctlon,
service, _ . .
- Quisioboingand | L - or use the search feature to locate it. Usually the URL is enough but
@ Asana Verview .
. gmkemswce Z}MMENBM, — occasionally more parameters such as scope and response type must
lee your Web @ i‘::::?kABED Description I

@ Basichervice

be specified. This is done by appending it at the end of the URL.

. ) Web connection providing access to the Google+ APL A
service a name % g'tl)' Google+ is a social network for users with Google
ot accounts.
. . @ Dropbox
a ﬂd deSCH ptIOﬂ @ Esri ArcGIS Online To use the Google+ web connection follow these steps:
@ Esri ArcGIS Portal Generate Toke 1. Create an app +*

: : ; 2. Fill in the Client Infortmation parameters using the GOOG LE CO N FIG U RATIO N
F u t th |. t @) Esri ArcGIS Portal to AGOL

ILL QU e cluen @ FME Server information obtained from the app

@ Foursquare 3. Fill in the authorization URL (https://

information ® rmgaesy = e o | |
rom ki www.googleapis.com/auth/plus.login
. _ s = - it e b U Google+ requires a and response type to be specified. Be
SeCtIOﬂ W|th the @ Google Ad Exchange www.googleapis.com/oauth2/v4/token) . .
ient 1D and it e e careful to set the scope up correctly otherwise the requests will not
client ID an I . . . .
@ Google Drve s work. The information for Google+ is found on the
Secret that % EDOQ:E Eusio.:ﬂ Tables External Help Links . .
-y ot ifamaton page. The authorization needs the scope and
Were generated @ Google Sheets : | |
L' dih © XS i B f":“”dt'| | response type appended to the URL as follows:
ear |er' an e @ lnstagra:n entcation lent secrett
. @ e Redirect Uri: |htb:|s:.|",|"|0calhost |
I’edlreCt UR' @ Mapzen Authorization Parameters
@ Microsoft OneDrive
@ OneDrive for Business Test URL: |hth:|s:.|",|"accounts.google.comfofoauﬁﬂ2{v2fauﬂ1?response_type=4
@ Pinterest Example
@ E;anet Data Retrieve Token Parameters
@ Salesforce URL: |htn:s:ffaccounts.google.comfofoaumsz:ken
% Salesforce Chatter e
Slack
@ Trimble Connect Refresh Token Parameters
i i:rr:Digital URL: |https:..",."accounm.google.comfofoauﬁ'nzftoken |

é Bitly Reguest Format: |dient_id=[CLIENT_ID]adient_seu’et=[CLIENT_5ECREI']&r4
A, Digital Ocean

Example
é Foursquare N
T, Gt 41 Call Porameters You can choose the scope that allows access to the user’'s age range,
.(&. Google Plus R b Test... 1! Upload... ) , , ,
—= language. and a list of people in their circles.

Help Apply Close


https://developers.google.com/identity/protocols/googlescopes#plusv1
https://developers.google.com/identity/protocols/OAuth2WebServer#formingtheurl
https://developers.google.com/identity/protocols/OAuth2WebServer#formingtheurl

RETRIEVE AND REFRESH
TOKEN PARAMETERS

If the user authorizes FME in the first step.
the service redirects the user-agent to the
redirect URL (https:.//localhost),

along with the authorization code. FME can

application

then request an access token from the API by
passing the authentication code along with
authentication details.

The ‘Retrieve Token Parameters” section
allows you to configure this and requires the
API token endpoint. To find the URL, look in the
documentation for anything regarding obtaining

an access token.

The end result of this step is obtaining an access
token that you can use to make requests to the
APl .FME may use the token to access the user's
account via the service API, limited to the scope
agreed by the user, until the token expires or is

revoked.

You also need to configure the ‘Refresh
Token Parameters” which consists of URL and
Request Format fields. The URL might be the

same as the Retrieve Token URL or there may

be a dedicated refresh workflow. If there is a
dedicated refresh workflow, then a Refresh
Tokenwillhave beenincludedwhenthe original
access token was issued, which FME uses to
obtain a new access token. It is crucial you get
this right if you are publishing the workflow to
FME Server. The Request Format field allows
you to indicate the desired Request Format. In
most cases, the default parameters will work.
This field can also be left blank.

HOME USE LICENSE FOR
FME DESKTOP

Learn how you can get a FREE license
of FME Desktop to use outside of the
workplace.

ABOUT

If you wish to use FME at home to create
praof of concepts, further your education, ar
simply just to have some fun - then you're
eligible for a free license of FME Desktop.

APPLY

Fill out to apply for your free
license. Please note that this home use
license cannot be used for any production or
commercial purpose.

GOOGLE+ CONFIGURATION

Find the token information for Google+ on
the same page as the authorization URL. The
Retrieve Token URL and the Refresh Token

URL are the same, and the default Request

Format applies.

You are now ready to test your connection.
Click "Apply" (Mac: "Save’) on the "Manage
Web Services” dialog. Click the "Test.’
button above it. Any error messages will be
printed in the FME Workbench translation
log pane (if this pane is hidden, turn it on

under View > Windows).

Test... Export...

Apply Close

Once you have successfully connected
to the web service, you are ready to test
the web connection using the HTTPCaller

transformer.


https://developers.google.com/identity/protocols/OAuth2WebServer#formingtheurl
https://www.safe.com/fme/fme-desktop/home-use-license/

TEST THE CONNECTION
USING THE HTTPCALLER
TRANSFORMER

STEP

On the FME

Workbench canvas ) ILE:; | Creator 283 | —H;_ff:t_,:j HTTPCaller -ﬂ- ] II,.-——ﬁI;_I-I'I‘I'F’Ca...{}utputr:;f_'}[;

B | §~]

add a Creator and o= Do : (b Logged >
an HTTPCaller R k‘—ltI-I'I_I'F’Caected_"-n[:_\)
transformer. Connect (Plogeed D

them as indicated in
the right image. Right-
click on the HTTPCaller and click "Connect Loggers”.

Find an endpoint in the documentation of the API to test. Open the
HTTPCaller parameters and set the HTTP method to the method
required to perform the request (GET, POST, etc). Make sure you
know what this request URL and method should return so you can
verify it works.

Find endpoints for
GOOg le+ in thel r & Request URL: |https: /jwww.googleapis.com/plus/v 1jpeople/me/
reference documentation. et B

Use the People endpoint Query String Parameters

to get your own profile Headers

information:



https://developers.google.com/+/web/api/rest/latest/
https://developers.google.com/+/web/api/rest/latest/

At the bottom, check the "Use Authentication™ box. This brings
up more options. Change "Authentication Method" to "Web
Connection”. In the "Web Connection” field, scroll to the
bottom of drop-down list and select "Add Web Connection...".

A nhew d i a l_og v || Use Authentication |
a p p ears w | t h Authentication Method: |Web Connection

. , . Web Connection:
two In p uts ' we b _ Google AdSense Named Connection

. n ' AlThentication USername: | Gnogle BigQuery Mamed Connection
S ervice an d _ Google Calendar Mamed Connection
w . ' AUThentication Fassword: | Google Drive Named Connection

CO nn eCtI on Google Fusion Tables Named Connection
. Google Gmail Mamed Connection
of = Google Spreadsheets Named Connection
N ame . Se leCt Defauits Microsoft OneDrive Mamed Connection
Pinterest

yo ur new we b Salesforce Mamed Connection

. Testsuite Google Fusion Tables
service frO m Testsuite Sladk

Testsuite-FMEServer

the drop-down . Add Web Connection...
list. Set the
Connection
Name to whatever you like. % Edit Web Connection

Create the web connection
by clicking "Authenticate”
and signing into your
account.

Web Service: Google Plus v

Connection Name:

Google Plus Description

Authenticate... Cancel




You are now ready to test your web service by running
the workspace. If you are planning to contribute your web
connection to FME Hub, save this workspace as your test
workspace (discussed further in step 6).

Check the translation log to make sure there are no errors.
Check the output to make sure it is what you expected.

You ShOU.l.d have ttribute (encoded: UIF-2) : " _response body' has walue T {

"kind": "plusfperson™,

som et h | N g Si m | I_ ar "etag": "\ "FI7H6cYwIBSnPtIywEFNNGVVdio/VZixiofK7iFRLZMYCmraSpHOTwkY ™™

IFI;EH:jEEII: L] _l'_=."r

tO thiS' "objectType”: "person”,

"id™: "™1110808390342€15524032™,
"displayNams": "Bosie B. Stone™,
"mame": {
"familyMame"™: "R. Stone™,
"givenMams": "BHosie™

1
Ir

CODERS ON COUCHES
DRINKING COFFEE

In , we're joined by
Don Murray and Jennifer Luther
Thomas, who connected
littleBits to FME Server to make
custom notification workflows.



https://blog.safe.com/2017/05/episode-4-coders-on-couches-drinking-coffee-littlebits/

STEP 6: UPLOAD AWEB
CONNECTION TO FME HUB

To share yourweb connection with othersin the
FME Community, head to FME Hub. Accounts

are free and give you access to hundreds of
transformers, formats, templates, and web

connections created by other users.

To upload a web connection to FME Hub,
start in FME Workbench. First make sure you
have entered a good description of what the
web connection is and if there are any key
documentation links add them in too. Next,
erase the Client Id and Client Secret from the
Client Information section. These fields will
appear red as they are required, this is fine for
now but you will not be able to save the web

connection.

# Manage Web Services

& awss3

@I BasicService

& Bitly

& bitly_2

@I Box

@) Dropbox

& Esri ArcGIS Online

@I E=ri ArcGlS Portal Generate Token f

& Esri ArcGIS Portal to AGOL
@I FME Server

@I Foursgaure

@ Foursquare

@I FromBigQuery

@I FramFMEServer

& GitHub

& GitHub

@I Gmail limited scope
@ Google Ad Exchange
@I Google AdSense

@I Google BigQuery
@ Google Calendar
@I Google Drive

@I Google Fusion Tables
@ Google Grmail

@I Google Plus

@I Google Sheets

&) HTTP Authentication
@I Instagram

&) Linkedin

& MailChimp

& MailChimp

@I Microsoft OneDrive
@ OneDlrive for Business Test
@I Pinterest

@I 52

@ Salesforce

@I Salesforce Chatter
& Slack

@ Trimble Connect

Ii. Aczana

&, Bitly

& Digital Ocean

& Foursquare

L GitHub

& Google Plus

& Instagram

A linkedin

- % Google Plus

Qverview

Web Service Mame: |Google Plus

Description

Web connection providing access to the Google+ APL  »
Google+ is a social network for users with Google
accounts.

To use the Google+ web connection follow these
steps:

1. Create an app

2. Fill in the Client Infortmation parameters using the
information obtained from the app

3. Fill in the authorization URL (https://
accounts.google.com/ofoauth2/v2/auth?
response_type=code&scope=https://
vowwi.googleapis.com/auth/plus.login)

4. Fill in the Token Retrieval URL (https://
www.googleapis.com/oauth2 /v /token)

5. Test the connection

Edit...

External Help Links

Client Information

Client 1d: | SRETBOTET

Client Secret: |ssssssssssssssssssnnssnn

Redirect Uri: | https:/localhost

Autharization Parameters

URL: |https:ffaccounts.google.com/fofoauth2fv2fauth?response_t | ...
Example

Retrieve Token Parameters

URL: |https:/faccounts.google. comjojoauth2token

Example
Refresh Token Parameters
URL: | https:/faccounts.google. comjofoauth2/token

Fequest Format: |dient_id=[CLIENT_ID] &dient_secret=[CLIENT SECRE

Example

API Call Parameters

Test... Export...


https://hub.safe.com/

In the "Manage Web Services" dialog, to the Open FME Hub in your browser and log in. Ensure a connection to the service does not
right of the "Test" button is an "Export” button. already exist. You can filter the list of FME Hub items to Web Connections by checking the
It will ask you if you want to save the changes box on the left.

and continue with the export. When you click
yves', it will give you an error, telling you that

the Web Service was not saved. Click "ok’ FM E H Ub

on the error, and then specify the folder to

Discover new transformers, templates, web connections, and

export the web connection to. When closing custom formats - and add them to your FME setup.
the "Manage Web Services” dialog, it will ask

again if you want to save the modifications,
Want to contribute to FME Hub? # Sign up for free,

click “discard” and your Client Id and Secret
will be restored,

Filter ciearan Q Search FME Hub...
Click this and specify an output folder.
Type 1-10af 15 results Newest a
"I | Transformers
~ [ Formats m Astro Digital
Test... Export... "I i Templates Web Connection created by stewartharper
[l web connections
Astro Digital provides open APIs for satellite imagery. The web connection is of type token so you will neded to paste the API key...
Category (Clear) 43 &0 Updated3 months ago
AI:"I:"I}' ClﬂSE | Geometric Operators (2)
| Infrastructure (1)
B - Yelp
- ¥ Web Connection created by gerhardatsafe
Save your test workspace from earlier — you ) Web Services (1
_ Yelp's Fusion API allows you to get the local business information and user reviews of over million businesses in 32 countries....
will use it later. If you have already deleted it, ) $9 %0  Updated3monthsago
you can make a new one. The only guideline
s that you should be able to make a request
to your web service through a REST call The If your web connection does not already exist, click the orange "Upload Item” button next to
simplest way to do this would be to create a the search bar at the top of the page.

workspace similar to the one earlier using the

HTTPCaller.
NEW TO FME HUB? Search FME Hub ... Q . v



You will be brought to the Step1 Step 2 Step 3
‘Step 1. Upload Item” page. Upload ltem Configure Item Test Workspace
Click "Choose file to upload”
and select the XML file you
exported earlier. As long as
you have not changed any of
the tags. it will automatically
detect itis a web connection. Drag Transformer, Template, Format or Web Connection Here
Or, if you prefer

Choose file to upload

Click "Next" and your web

connection will upload.

Configure the web Visibility: © Public " Private
connection by addlng a logo. Everyone on this site can see this item Only you can see this item (until you make it pukblic)
The description is extracted
from what you defined in FME

Workbench.

Upload the test workspace you saved earlier. This will make it easier to maintain the item as you will receive a notification if the test fails which
could mean the web connection has stopped working due to a change in the API.

Once a web connection is created, you can edit or remove it at anytime while K Star | O L
logged in. Go to the web connection’s page and click the pencil menu to bring up

the options. Make private

Edit

Remove



